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Abstract: To address the issues of inconsistent explanations from existing interpretability methods and low decision cre-
dibility in intrusion detection systems, a multi-explanatory method fusion technique was proposed. The proposed method
fused the advantages of shapley additive explanation (SHAP), local interpretable model-agnostic explanation (LIME)
and permutation feature importance (PFI) by leveraging three evaluation metrics-consistency, focus, and stability-to es-
tablish an objective weighting mechanism, thereby generating more reliable feature importance interpretations. To tackle
the poor explanation stability and low detection performance on minority classes caused by data imbalance, a data ba-
lancing technique was employed to provide a stable input foundation. Experimental results demonstrate that the proposed
approach significantly enhances the reliability and consistency of model interpretations, while improving the overall per-
formance of intrusion detection.
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max ( U, me ) — min ( U game )

¥ Ul RMUL S, BE—Asanie
YEFEbR . IZIRAREARR, RoRERE 7 VAL (RS,
P A o 1 DA R X 43 AN R B A 2 5 Mk g T F R B
far.
222 @At EGE

TEMRRE T IERETT, FE SRR
Ve Jo 5 HABSEAR BOAE DG, TR M. TR
— SR A EE . X SR E R AR R
KEEAHE, IR FEARTE S KRR P I DTk -5 3
S EMEARITE .. HAE RN

M/'
W= (14
oM,
j=1

AR IR W T A5 B M, 5
FoARIS B2 AL, TR BRI N 1, I
HARRR 01 BB, e R e A
Fio HEERIOTS B M2 G b I8 B AR S
WSRO . A B, A K
e R AL (5 B . (5 BRI Sy



.198. jﬁ ,f

hallis

B

{18 46 %

M= VR (15)
Fobt, VAR MR R R, R FR 14
AR e e

FE R H A8 S 7 S T 46 A 8 T R A e
[ 2 R, R A2k R VT
HAA

Vi= /,, 1 1 i(xz:f _;j)z (16)

=1
Forpr, x, N AMERRIOS AR, X N5 A
FEARIION, n NREAHR.

HE bR R 2 R, g S I T 35— J b 5 LA
HER K R WIS 2 MR MO R B B
AR BB s, B L% R 1
B, (EREEK. R AN

3

R; = 2(1 _Vz‘j)

Hor, r NERRR S H NMERR IR R

TERE T SR AL E 2 5, B3 X SHAP.
LIME 1 PFLiX 3 F i B it AT &1t 5. T4
FifERE T, ot AR — 3k . SRR E
P ERREARSME, »Aalhid N Cn B RU,. RTFiX
LM, M —A 33 HEREA, AT 3 Fhg e
Trid, HUSRL3 FITAGfERR . FERE TR a, R ER i
TPETESE AR LIER 7. NIERA R R R
RN 2, XA FE A B4 — %1 3E4T min-max JH
—1k, HEAN

(17)

a; = m1n(a1j,a2j,a3f)

aij=

(18)
max(alj,azj,a3j) - min(alj,azj,a3j)

A4S, SR AR RS JTVA R 3 A PR I
PRYERE T ISR G IRRNER I X TR 2k 1E3A
FARYESE T SR 190 g tH LN

3
8~ 2 W;ay,
ji=1

Horr, g WL T J7 1 k (KR SRRERE IV Sy, W,
KRR, 4, STV KTESE j R bR LY
H—1b 1355

Wi 5135 g JENBLE, NFT ik kA i
HAE BBV S 1) B ER, 19 B i B A & 5
PE S R

(19)

St=g,E* (20)
BHRAS [F] J7 V5 8] AR I 2 B RO — 35, &
SEHEATAT A — AL AL BE o ST 5 925 k W5 i ANRAE
HIA— 0 EEE SN
L sf.‘—min(sf.‘)
T max(sf) - min(sff) el
Ao, o8 R AE AL 5y
Sl 2 s HP R R /IME AN B R AR
Bt 3079 K U — (LA F S SE AR, 53
AR A RHE A R
%=i§
k=1
BJa s WFS, BEATHERE, AL R £ B R AR B
HHES
23 BETESEZWMBRHEEEANA
NSEIHRE T SRR G A s G, AR
M T R EARRAE, ET RS 2 RS
I NARAS DU 7 VE AR W B 2 s o B P A A B iy
Jext IR IR R IR S AT A B, R SE-CAES 4 i 4%
ARFVRA RCRFE RIS, B AT 1 ) 4 I 2 4 i
BRI BB . BT PEAIEE, NER
DA 52 AR R YN SR 43 A0 AN 25 SR HA 1)
TERENAR . 2R T VR R G B IR AT 1217 SHAP,
LIME A1 PFI3 R iR S5005,  di il & A o B8 A
AR R . RSB FHEEFRAER T,
E2 PR S5 A R SR

min (s*) Fl max (s%) %

(22)

RN —1 iz
S I T A i R P
[ P P '
SE-CAES |i | BEEIZ |} i| SHAPAgRE [: l 5
T O Lot L[
;ﬁ%?%ﬁi Crwmn] ] e | ;ﬂnfﬁ
o | et e || s |
B2 3T AT SRR 2 A R R

20715 CAEHE V-8 e 5 2 4L B 4 1 Bt
Fenlie EERMGEAE T, DEEEFE AR B B A
¥), FIUSHAP. LIME % fift B J7 15 6 A ABURE A 11
BB EIZL, PP TR bR R AT SRR, 2E s
G R (A PR . SE-CAES Ml i A Bl v ot 2 11
BB IFERARAE 2 () o0 A, REPETH T IRI2E
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FEAI AT 73 S ke —sihE . 7EBCERAE b, AR fl
A HRBEA SHAP. LIME flI PRI, @it —%
PEL R ARR E M 3 A VR AL 48 bR I & A T
S, AR RRCE T S P RRAE BT A5 R . B S
P 5 2 B TES AR, RERSTELRIE 22t
BE I [F) I S TH AR 7 v G A AT SE 1, ST
PERE SR IE PR I E ST

3 SWS5HERD

3.1 XWEE
3.1.1  FRAAE R ARSI TA R

NIRRT VR AR 2 FEAL I 48 3R 58 R 113 5E
P, 5256 7F CICIDS-2017. UNSW-NBI15. NSL-
KDD A1 5G Threat iX 4 /> %45 % E#17 . CICIDS-
2017 H NS K W 4% 22 B 5T Fr il @, UNSW-NBIS
FH YR K R BT e R K 2% K A, NSL-KDD J&
KDD Cup 99 BRI SO A, =& HEE ERR
BMEZRIGE R, 2N KB E S (CICIDS-
2017 F1 UNSW-NBI15) #f A #0454 250 /5, NSL-
KDD &4 17 JikfA, HIFAEEE 280 AT
i o] f . CICIDS-2017 H IE ¥ it & o A I 80%,
H#R4r Y (40 SQL Injection. Heartbleed) FEANEK
/by UNSW-NBI15 HIEH & & 3 T, #5755
o (U Generic. Analysis) FEASEAH X470 ; NSL-
KDD 1 1E % i & 4 EL 21 78%, DoS 251 i 28 il Al BE
HFAERERFG IR . 5G Threat ¥ 4 2 4% CHE 5G
P IR R RS, B IR S X6
TR, ARG 327, BT aE xt
FREBBUFFIE ( “proto” “service” 55) HEATHRAE S
i, KSR N BUE s X T AR EEAT A — 1k
AbFE, B RN 2 TR (R

A SCREU A — vk N

X — )Cmin

X/ == (23)

max  ¥min
Hrp, YR A—EIE, x 2R ERIEE,
X i PV 0 SR AR I P 5t /MR B KA
3.1.2 5G4y AR S 4 RE

SRVEAR AR ST 5 10 0E 37 B 5G4 34 58 HF ) 3
P, A0 FEF Flex Stack5GC. free5GC 5 OAI-5G
X3 FIFEAZ M, 45 G USRP-LW X310 #AF TG
25 H1 P £ ) s ot 280 o v DR L0 O RABE o Tl
F P 283 138 ik USRP #8 2 [ B & B O - F &

5 H0 0 B S DR R W R 45 A AT B, RIS R
B WTTHINE. SERALBE LR S ThRE, JRKFELLT
B T 5G Threat 55 . 4 3GPP Y &iiE, 1E
WA MARTER 7 5 IR 5B LML
BB, SIS M I NS R A
SHKMASG Z A, 72 UEME K&
DDoS X i . NGReset W 7 . £ & it 55 W &
(LDA) . A AZ i (MMA) Fl) A iR 45 B
(NSA) o 5G % £ 17 3L 34 555 b A4 e & 40 ] 3 P
5G i B 55 USRP 15 5 Wi 26 B e B w16 4 fr
Ny %A SR RIS S R
£, A0 BT 1) i 1 By WA A 5%

#& USRP2972
Bk

W&

B4 5GiHIFE USRP(E SUUA R BRCE

5G Threat £ 4 5 18 i 75 N2/N3 &5 S 5 11 fif
FH TShark # 3K i 4Gy &, Fifi J5 2% T CICFlowMeter
TR R AR ZEIREILE 540571 %
PRyEREA . o IE I & 32 675 %%, DDoS M it
37554, LDAXH13234%, NGReset Wil 306 %%,
NSA X 1 03346, MMA M 1479 %, ik R
R 2 RN AT R, 76 L 48 R s
B R SEBRTEIL  Z BRI RS T 5G FFA B
i, WAETE 2 AR B N 2 o K A7 TR 1 2 A
o, SRVEAS NAR ARSI T IEAE S 2 AL I 45 IR 8
TR RE 71 5 R REPR AL T R IR R R A



- 200 - | ofE ¥ %46 %
3.1.3 R FEATF 2 Vi SN T
FET A N BRI R G PR 518 BRI P s o R 00
- L . . B 84.75% 7‘ §
AN P 1, AR SCR T 2 4 340 45 b SN
Fo WOWEHAEHREREP (Precision). 7 H%R % sl
(Recall) F1F1 (Fl-score) 43 HUiFA4 %2 H K . g il
TP. FP. FN 7} 38R B IEM . B E B A 541
POV TR VP A P AR 0 T3 K e
Precision=L 0 LR —_— XGBoost
TP+FP (a) Macro_P
Recall=— 10 (24) i S |
TP+EN 100% 96.78% 93.63% 94.01%
Fl-score— 2xPrecisionxRecall 83.52%
Precision+Recall 80% § 75.87% 71.23% e
L TG B A B % (Macro_P) . % “ ol B %
A% (Macro R) F1ZZ W F1 {8 (Macro F1) #F g .
AR TERE, X P EAIPERE I AL B, oK
AMYOULPIfil 26 A0 BAS P A K0 i 1) R PR 1% . B R 20%
[N R R LA (Ra = Wi oLz - LN
— l N (b) Macro_R
Macro P = 3P, R
| 100% 96.61% 03.11% 95.94%
Macro R = ;iZiRi (25) 0% 81.98% 1 400, . § 18.61%
| 666% i
Macro_F1 = - > Fl, B, 60% %
i=1 g .
Hop, n AHIAE, P RFIFL D05 i K ht = %
AHIRE B . 5 %A Fl-score. 20% %
# T g S g 1A
3.2 ;&?E:F&Tﬁli |‘$lflbglu1IE 0 e B “hr Lo
320 BTG 0 S Bx AT O
A BCERIE BT HR A R R S T, AR SCRH BlS HORT G % 40 2 B AR MR E 5 SXd L
B EE ., BENLARAR . PSRl XGBoost 1% 4 i E
AARRIERIHLAS Z IR HAT R0 . e Macro Py 322 siaksibirtr

o

Macro R Fll Macro F1 {E A% G iF fabs, X LL:
AR AR B IS0 &R BUE AR5 8], Ry
A AN S 0 1 RE R I

SEU Ay 2 NI B BB 1B B R AR B SR I 2
W, 28 2 B BAE P AT EOR AR AT I, ds P 1l
T JG 25 3 R AR AR MRS By 80 thin B S Fro . 3
5 F 5 j5, 4 Jr 2K 4% 19 Macro R 7 7l $& T+
18.09%- 20.91%- 22.40% F117.47%, H e 5EH
P TF B W 3, 3R O D BOSRAG W RE ) 1 5 .
Macro F1 & 425, LR. RF. DT. XGBoost 4} 7
T} 15.32%. 19.12%- 19.79% F117.33%, F U
REBGh R R 5 E Bl 2 E s .

iz

DNIRIE S A HRAT 0, AR STV Rl S50 b
AR T TR ONFEUMELE CEER AT, k2
K SE-CAES AE it Y, J77%: 3 K R & R A+
A, HiEAGEE 2 FEA, WL R thingk 1 pT
TN J7 16 2 A bb 3 UE 28 7 Precision. Recall F1 F1-
score |43 42Tt 5.81% 16.05% F115.73%, H.
Recall #2123, iIF W] SE-CAES 13 R4 TH /b #k
KeIPERE; 59253 1) Precision J2 1O s J7ik4
SR AL A MRS, WUE T 2 R R A A LR
45 BRI R EHS A TR R, ST
IR -



210 4 REJZ S T 30 0 R 22 R 7 VRl I N ARSI ik 201 *
il aliiclaals WD RAFAE, TR & % FRSAE R BEAT S5
g TP Wro 85 Mo 2 RO A PR aF, BT
)772‘? 4 H- SEA=Y
SE-CAES R&/K KK  Precision  Recall  Fl-score %Elﬁﬂ?’*ﬁ‘ﬁﬁﬁ‘%‘*# ]é"
PZEE B - 89.88%  75.87%  77.49% %2 MEMFT £k L8 CICIDS-2017 $#E £ _FIZEL
Jri2 N — 95.69%  91.92%  93.22% MR B ST
e PR AR 20 A fi B AR
%3 — N 96.53%  83.56%  84.98%
oS Hulk 65,64,9,36,53,41,11,15,38,17,10,67,20,61,12,
T4 — N 96.32%  96.78%  96.61% 14,5,35,40,22
10,61,51,65,39,36,13,15,3,17,20,67,11,53,14,
Port Scan 45.22,0,38,19
3.23 KRR kAT L SIS
SE- CAES 5 F A MU F 8 7 110 25 £ fh bt DDos  STSRISBSLILILIEGST66463.40.35
L & 6 T, A% S SE-CAES 77 % 5 ADASYN. ’
. 9,67,15,65,53,17,14,36,64,40,38,12,11,27,41,
CGAN FI VAE-WGANPOEE 3= 35t B4t 1 5 75 155 b DoS GoldenEye

W, E 3RS B IS R tEMERE . SE-CAES L%
FET: SEVER JIHLEI E & RO B CBERFE, A
H 9wt 2% 5 SMOTE 45 &3 s FEAR Z FEME, TRA K
SRFFE SRS PR B SR RS R

[ ADASYN VAE-WGAN
CGAN B SE-CAES

96.78% 96.61%

100%}f 96.98%  97.09%
96.32%

94.32%, Do 94.23% [XKY 94.49% 8%
XXX o %% 1959%%

196%% KX X NV %%

XXX KX 10.9.9%

19499 049 % XKL

XXX 0, 19,094 9.0, 9,

19499, 0 (XXX 0, 0%

XXX X2 - | 059

19699 (XXX 0%

= XXX K XX 10.9.9%
19499 059 % XKL

XXX 19a %% 9.0, 9,

KX X2 (XXX . .00

XXX 19499 % 059

19699 (XXX o) 0%

XXX XK 05%%

19099 (XXX 0. 0.9

XXX KX 10499

KX X2 " (XXX .00

XXX 84.15% KKK 10390

1999 (XXX 0%

XXX o0 05%%

19499 (XXX XK

%Y KL WK

oot KK KK

XXX XKL 05%%

0/ L 196%% (XXX 00 %%
o ’:’:‘: ':’:’:‘ :’:’:’
0‘00 (XXX '0.0‘0

&
R

%

%
KX
oot

K2
9,

o

1%

XK
QKR

9
0%%s
&S

K2

X

<
e

Macro P Macro_R Macro F1

W B
Fl6  SE- CAES 53LAMUR T ik 9 o i bRnt b

3.3 ZEBLARMAERARMEERIE
3.3.1 MEMFT A ZI 6] 20 Nk € 244

KILZ R ITIER G BARIEA R 4R EHREX
THE20 AN B AFAE, FEAT T RN BRI
FRUEFI, il TS EE T, 4F
AiF H EVE A B AR )k . MEMFT 7 A 11 1Y)
CICIDS-2017. UNSW-NB15 1 5G Threat iX 3 /™ %k
PR FAR A A R IE A R 2. R IFIK 4
7 o

RAEL 2455, 1ECICIDS-2017 ¥ifi e, 24
Bt R E RS R E S, HhT2%d 7 0
ANFE, R EEEH AR ZE R . FFIE 65, 67,
64 Fl 15 TE 2 P 3 5 F YRR, WA Z
BHRAE I B 48 AR . MEMFT AR 78 43 36 FE R K

25,16,20,21,26

65,15,67,14,8,38,17,36,10,20,51,41,40,52,21,

FTP-Patator 3.539.53.7

65,67,36,64,13,15,10,17,14,20,47,5,2,16,50,

SSH-Patator 35.51.40.28.26

65,67,15,36,20,14,17,11,10,38,53,9,41,16,40,

DoS Slowloris 22.64.21.28.33

15,36,67,71,65,20,14,17,68,16,53,9,51,10,34,

DoS Slow httptest 11,39.38.35.21

67,65,10,15,51,11,17,53,36,14,13,61,39,20,28,

Bot 63,35,9,38
Brute Foree | 63+17:36,15,67.20,14,64,1621,1023.35,19.22,
9,18,0,53,13
XSS 65,17,15,36,20,67,14,23,64,0,16,21,19,22,18,
3,35,10,39,33
Infiltration 67.10,53,11,65,15,19,0,9,72,36,2,61,22,17,24,
0 3,37,68,4
SQL Injectio 65.27,64,15,17,67.25,0,24,11,53,12,9,20.23,
njection 36,14,21,41,10
64,53,7,67,65,61,9,15,11,5,52,41,1,13,35,38,
Heartbleed 40,26,19,34
o 65,64,15,67.39.5,61,52,19.41,40,8,20,36,9.7,
LG

51,38,14,13

MRHE R 3455, /£ UNSW-NBI15 $#ii s, 45
fE6+ 26+ 40, 35F191EJL-FFrA Buit KA b # bk
e, REXLCRHE B BRI ANEE ). AR
T 2 I AE AR, 41 Exploits 2871 FRFAE 10
AE I, Worms ZE N RRAE 25, BT AN
WYk AT N2 5. A, FEAE3. 18 20, 21,
22, 23, 28, 36 37JLFARMEEH, FIJIX LR
TEAE 1% 37 50 T 0 Bk X 2 B DTk /)N -



202 - W fE

#

4 46 3

&l

i

#=3 MEMFT £k P41 UNSW-NB15 £ #E & _EiREL
R EEYHE

ES SEIH FURT 20 A S ZURRAE
Fuzzers 6,40,9,2,26,35,30,34,7,27,13,33,4,1,11,24,12,16,17,5
Analysis 6,26,40,35,34,1,30,11,2,9,33,7,27,39,15,29,19,32,13,0
Backdoor 6,26,1,2,34,40,35,9,39,11,30,7,13,15,27,19,33,8,32,4
DoS 6,26,40,1,9,30,35,34,19,33,11,2,27,7,16,13,31,15,39,24
Exploits 40,6,9,27,7,26,30,14,31,35,2,10,1,11,33,12,5,13,0,8
Generic 6,2,40,33,26,34,35,30,32,11,39,9,0,8,1,4,31,13,19,16

Reconnaissance 6,26,40,35,27,9,30,17,7,33,11,2,14,34,12,13,1,5,4,0

Shellcode 35,6,26,40,2,33,1,34,27,17,30,7,9,11,14,4,0,13,15,8
Worms 6,26,9,40,2,35,30,7,13,38,27,24,5,11,4,12,25,10,14,31
ey 6,26,40,35,9,11,30,2,34,33,12,1,7,27,8,31,15,0,39,32

RAEF 4455, 7F 5G Threat £r4E £, HFAE
65 67 361 15fE 2B P HEA SERT, RIFHAE
SGIREE N A 24 . A F S R EHE A7
Z5, WLDAXH FPASAE 10 5ERT, MMA Jeds )%
FHAE 20 B NEUR . MEMFT RE4E & 2R IEHE T 45 5
FIWT, HA B IRBGEAT AR RS S

%4 MEMFT 7R FE 1 5G Threat 3{#E5E _FZEAY

R ERHHE

i FEIUH BT 20 A L EERHE
DDoS  65,67,15,36,20,14,38,64,53,17,11,10,9,40,41,5,61,39,63,22
NGReset 67,65,36,20,38,15,17,14,64,53,11,9,10,40,41,63,5,61,39,7
LDA 10,65,17,67,15,20,36,14,64,11,13,9,5,61,0,19,35,40,21,49
MMA  20,38,65,67,36,15,17,14,64,53,11,10,9,40,41,63,5,61,39,22
NSA  65,15,67,36,17,14,20,38,64,53,11,10,9,5,61,39,40,41,63,42
%A 65,67,36,15,20,17,14,64,53,11,10,9,38,61,5,40,41,63,13,22

3.3.2 MEMFTAEA ffit &)V EHAEL RAG 4 IR L
AT % 4 K B3t Lk

NIGIE A SC MEMFT J7 92 ff e 1 (AR e, 7
CICIDS-2017. UNSW-NB15 1 5G Threat iX 3 /™ %
PEAE BT T 2852 . 7F CICIDS-2017 $di £
L, XFEE T A MEMFT S 30 4 5 B IE (P
Reik B ) 5 14 76 4E454E (0 7y 25 ME g, 7
UNSW-NB15 ##fi 4 I, SFEL T 11 4ER4E (i
) 55443 4ERFAERITERE s 7E 5G Threat 24 4
b, XFHET R 40 4ERFAE (WEAED 5 IR UA 76 4EKE
IE 1 P g o B T R P 7 CICIDS-2017. UNSW-

NB15 #1 5G Threat iX 3 /M4l 45 £ 7 5056 45 4y
M s, XeMETHR~.

£5 HFERFECICIDS-2017 HiRE S HA LI ER
. Precision Recall F1-score
7 J|
764E  304E 764k 304F  764F 304k
BENIGN 99.86% 99.96% 99.84% 99.93% 99.85% 99.89%
DoS Hulk 98.99% 99.82% 99.58% 99.91% 99.28% 99.86%
PortScan  99.39% 99.39% 99.96% 99.97% 99.67% 99.68%
DDoS  99.94% 99.97% 99.91% 99.92% 99.93% 99.95%
DoS
Golden- 99.83% 100% 98.57% 98.77% 99.20% 99.38%
Eye
FTP-
Patator  0201% 99.96% 99.87% 99.87% 99.89% 99.92%
SSH-
patator  100%  100% 93.95% 98.98% 96.88% 99.49%
DoS slow- o o o o o o
oris 99.71% 99.71% 98.85% 98.91% 99.27% 99.31%
DoS
Slowhttpt- 95.19% 95.26% 98.36% 98.67% 96.75% 96.93%
est
Bot 98.73% 96.61% 39.83% 62.71% 56.76% 76.05%
B
F::Z 69.11% 96.15% 87.61% 16.59% 77.26% 28.30%
XSS 87.50% 100%  3.57% 2.55% 6.86% 4.97%
Infiltration 100%  100% 18.18% 63.64% 30.76% 77.78%
L In-
?Scﬁoﬁ 0 0 0 100% 0 0
ilf:er(ti' 100%  100%  100%  100%  100%  100%
FFY) 89.88% 92.45% 75.87% 76.03% 77.49% 78.77%

MR S 2 1, KR MEMFT J7 V58 3 H
30 4ERFAERHATINSRG, 20 IS an O BARME AR A T8
F R 46 76 4ERFAE 5 E 2 TF . Horf, Bot B (1 Re-
call )\ 39.83% &7+ % 62.71%; Infiltration A7 ] Re-
call )\ 18.18% KIEHE T 2 63.64%. 7F 30 4E4FME T,
11251 Fl-score 18 ) iy, 1R 5 % i I8 & %
. BRPERE 71, Macro F1 M 77.49% 2 J+ &
78.77%, Macro P M 89.88% F+ % 92.45%, LT
SRR, B MEMFT 76 45 A0 kS 17 ) 5] I 2L
TREE T OREERIMEE, $-T T Rk Re S v R

M 2% 6 il 43 HT, 7 UNSW-NBI15 34 4 I,
KA MEMFT /%t 11 B AEfG, 20 R as R 2
Tt UHAEDHERBEER M R IR H . Worms
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Ui () Recall M 13.46% $& T+ %2 34.61%, Fl-score M
21.53% 2 1 &2 43.90% . 55 i F 43 4EFEAEAH L,
11 4 %51 i) Macro P. Macro R Fll Macro F1 43 7
EF71.76% 57.25% F160.23%, WHTIRE. X
2, MEMFT fg i #& 4t & i B Ve (0 RRAE 48,
AR RS B, 4 AR AE T /D RFE R SE
PPk RE, e e 1 o

#z6 HETARFHE UNSW-NBISHIBES HALWER

Precision Recall Fl-score
B

434 114k 4348 114E 434F 114k
Normal  95.25% 94.97% 95.19% 95.16% 95.22% 95.06%
Fuzzers  74.75% 74.67% 73.75% 72.53% 74.25% 73.59%
Analysis  67.08% 69.07% 13.20% 13.07% 22.06% 21.99%

Backdoor  53.95% 56.80% 10.73% 10.15% 17.90% 17.23%
DoS 35.87% 39.90% 25.31% 24.56% 29.68% 30.40%

Exploits  64.09% 63.89% 82.82% 84.49% 72.26% 72.76%
Generic  99.73% 99.63% 97.89% 97.90% 98.80% 98.76%
Reconnais-

92.08% 91.02% 75.64% 76.35% 83.05% 83.04%
sance

Shellcode  66.35% 67.63% 63.08% 63.67% 64.67% 65.59%

Worms ~ 53.84% 60.00% 13.46% 34.61% 21.53% 43.90%

ZEPY 70.30% 71.76% 55.11% 57.25% 57.94% 60.23%

MRPEE 7 B0 HT, 1F 5G Threat ¥4l 4E I, KH
MEMFT A 1% H 40 4805 1E J5, 7> R ds PEfe B 2 42
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